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UDP datagram send to a closed UDP port.
Datagram sent with the DF Bit Set, and data

portion of the request should contain 70
bytes .
No ICMP Error ICMP Port Unreachable Error
Message Received Message Received
Host Filtered / Down We Play
We Play
Precedence Bits ! = 0xcO Precedence Bits = 0xc0
Others Linux Kernel 2.0.x/2.2.x/2.4.x Based

CISCO Equipment (Routers) with 10S 11.x-12..x
Extreme Networks Switches






Linux Kernel 2.0.x/2.2.x/2.4.x Based
CISCO Equipment (Routers) with 10S 11.x-12..x
Extreme Networks Switches

Amount of Echoed Data from the
Offending Packet
Only the IP Header and 8 Data

Bytes from the Offending All the Offending Packet is

Packet is echoed with the echoed with the ICMP Port

ICMP Port Unreachable Error Unreachable Error message
message

CISCO Equipment (Routers) with 10S 11.x-12.x

Extreme Networks Switches Linux Kernel 2.0.x/2.2.x/2.4.x Based

UDP Checksum UDP Checksum
Echoed is OK Echoed =0 TTL~64 TTL ~ 255
CISCO Routers Extreme Networks Linux 2.0.x Linux Kernel 2.2.x/2.4.x based

10S 11.x-12.x Switches



®

ICMP Echo Request

No Reply Reply
Linux Kernel 2.2.x/2.4.x based ICMP Echo mechanism is
A Filtering Device Prevents us from Concluding Not Filtered
IPID =0 IPID=0
Linux Kernel 2.2.x/2.4.5 Linux Kernel 2.4.0-2.4.4

Precedence Bits !=0xc0

Amount of Echoed Data from the Offending Packet

Data Bytes of the Offending
Packet Echoed with the ICMP
Port Unreachable Error Message

=[More than 64 bytes]

Data Bytes of the Offending
Packet Echoed with the ICMP
Port Unreachable Error Message

=8

Data Bytes of the
Offending
Packet Echoed with the
ICMP Port Unreachable
Error Message = 64

3Com SuperStack Il switch SW/NBSI-

CF,11.1.0.00S38 Sun Solaris 2.3 - 2.8 Others
Nokia IPSO 3.2-3.2.1 releng 783-849 HPUX 11.x
Ricoh Aficio AP4500 Network Laser Printer MacOS 7.x - 9.x

Shiva AccessPort Bridge/Router Software V 2.1.0
[Linux 2.0x/2.2x/2.4x]



Sun Solaris 2.3 - 2.8
HPUX 11.x
MacOS 7.x - 9.x

@ ICMP TimeStamp Request

Reply No Reply

HPUX 11.x
MacOS 7.x - 9.x

Sun Solaris 2.3 - 2.8







Echoing Integrity Check

IP Total Length Field Value of the
Offending Packet Echoed > 20
Bytes from the original

IP Total Length Field Value of the
Offending Packet Echoed is OK

IP Total Length Field Value of the
Offending Packet Echoed < 20
Bytes from the original

Other ork
OpenBSD 2.6-2.9 AIX, BSDI, NetBSD 1.x-1.2.x
Apollo Domain/OS SR10.4
NFR IDS Appliance
[ Extreme Networks Black Diamond switch ]
[ Extreme Networks Gigabit Switch ]
Network Systems router NS6614 (NSC 6600 series)
Cabletron Systems SSR 8000 System Software, Version 3.1.B.16




OpenBSD 2.6-2.9
Apollo Domain/OS SR10.4
NFR IDS Appliance
[ Extreme Networks Black Diamond switch ]
[ Extreme Networks Gigabit Switch ]
Network Systems router NS6614 (NSC 6600 series)
Cabletron Systems SSR 8000 System Software, Version 3.1.B.16

Echoing Integrity Check

UDP Checksum Echoed

0 Bad OK
[ Extreme Networks Black Diamond switch ] NFR IDS Appliance OpenBSD 2.6-2.9
[ Extreme Networks Gigabit Switch ] Apollo Domain/OS SR10.4
Network Systems router NS6614 (NSC 6600 series) ) .
Cabletron Systems SSR 8000 System Software, Version 3.1.B.16 Echoing Integrity Check

IP Header Checksum Echoed

AN

Apollo Domain/OS SR10.4 OpenBSD 2.6 - 2.9




AIX, BSDI, NetBSD 1.x-1.2.x, MacOS X 1.0-1.2

Echoing Integrity Check

IP Header Checksum

IP Header Checksum of the of the Offending
Offending Packet Echoed Packet Echoed
Equal 0 Miscalculated

*kk
BSDI, NetBSD 1.x-1.2.x,MacOS X 1.0-1.2 AIX

Echoing Integrity Check
IP ID of the Offending

Packet is Not Echoed
Correctly

IP ID of the Offending Packet
is Echoed Correctly

kK
BSDI 2.x, 3.x or NetBSD 1.x-1.2.x BSDI 4.x / NetBSD 1.x-1.2.x
Little Endian Big Endian / MacOS X 1.0-1.2



Echoing Integrity Check

3Bits Flags & Offeset Field

Bad - Flipped 0

FreeBSD 2.2.x - 4.1 [Probably 2.1.x as well] Ultrix
NetBSD 1.3.3, 1.3.2, 1.3.1, 1.3 [Probably from 1.0.x as well]

IP Header Checksum IP Header Checksum
Echoed ! =0 Echoed = 0

NetBSD 1.3.3,1.3.2,1.3.1, 1.3.0
Little Endian (i386)
[Probably from 1.0.x as well]

FreeBSD 2.2.x - 4.1
[Probably 2.1.x as well]

OK

Other






@ ICMP Echo Request
with the Precedence Bits! =0 ,DF Bit Set, ICMP Code Field !=0

ICMP Code Field ICMP Code Field
with the Reply =0 with the Reply 1 =0
Microsoft Windows Family Other

Microsoft Windows Family

TTL ~32 TTL ~ 128
Windows 95 Other Windows Based OSs
Precedence Bits |= 0 Precedence Bits =0
Other Windows Based OSs Microsoft Windows 2000, SP1, SP2

98/98SE /ME/NTsp3-/NTsp4+



98/98SE /ME/ NTsp3- / NTsp4+
ICMP Time Stamp Request

No Reply Reply
Windows NT SP 3- Windows 98/98SE
Windows NT SP 4+ Windows ME
@ ICMP Address Mask Request @ ICMP Address Mask Request
No Reply Reply No Reply Reply

Windows NT SP 4 + Windows NT SP 3 - Windows ME Windows 98/98SE



*DF BIt Echoing [ with the request |

DF Bit Not Echoed DF Bit Echoed

Ultrix, Novell Other

TTL~ 128 TTL ~ 255

Novell Ultrix



DF Blt Echoing [ with the error |

DF Bit Not Echoed with the DF Bit Echoed with the
ICMP Error Message ICMP Error Message

OpenBSD 2.1-2.3.x,2.4-25

NetBSD 1.5, 1.4.1, 1.4 Other
Echoing Integrity Check
UDP Checksum of the UDP Checksum of the
Offending Packet Echoed ! = 0 Offending Packet Echoed =0
OpenBSD 2.4.x - 2.5.x *OpenBSD 2.1.x - 2.3.x

NetBSD 1.5,1.4.1,1.4



@

ICMP Information Request

Reply No Reply

OpenVMS, HPUX 10.x, DGUX Other

Echoing Integrity Check

IP ID Echoed is BAD IP ID Echoed is OK
~ OpenvMs HPUX 10.x, DGUX/Compaq Tru64,
with Digital TCPIP Services OpenVMS with Process Software
TCPWare

Echoing Integrity Check

IP Header Checksum IP Header Checksum Echoed
Echoed ! =0 =0

DGUX/Compagq Tru64, OpenVMS with HPUX 10.x
Process Software TCPWare

Echoing Integrity Check

UDP Checksum Echoed ! = 0 / YP Checksum Echoed = 0

OpenVMS

with Process Software TCPWare DGUX/Compaq Trué4



























